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Purpose:
The purpose of the Vault Access Procedure is to ensure that all Participants of SacValley MedShare (SVMS) have the proper access to the other Participant vaults of those who are contributing data into production vaults so that historical information is available to those who are authorized to query the data have the access to do so once they are also live.

Scope and Accountability:
	This procedure applies to all participants and SVMS.

Definitions:
1. [bookmark: _GoBack]Participant Contact means a representivie designated by the Participant organization to authorize SVMS user access and user changes.
2. PROD means Production vaults.
3. UAT means User Acceptance Testing area.

Procedure for Vault Access:
1. When a Participant is ready to move from UAT to PROD, the Participant contact will inform SVMS.
2. SVMS will open the Participant’s production vault to the Participant’s pilot users as instructed by the Participant’s contact, for QA purposes.
3. SVMS will allow the Participant’s pilot users full access to the HIE, for QA purposes.
4. The Participant will QA their production data.
5. The Participant Contact will compile a list of authorized users and will inform SVMS to allow those users access to the Participant’s vault within the HIE.
6. SVMS will created the new user accounts requested by the Participant Contact and allow them access to the Participants own vault.
7. The Participant will inform SVMS to open their production vault to the SVMS HIE and allow other HIE users access to the participant’s vault data.
8. SVMS will open the Participant’s production vault to all SVMS HIE users.
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