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Policy Statement:

SacValley MedShare(SVMS) shall protect the security and privacy of all information entrusted to it. The
primary goal of the four sections outlined in this policy are:

Section
Section
Section
Section

To effectively manage the risk of security exposure or compromise within the systems.

To communicate the responsibilities for the protection of information.

To establish a secure processing base and a stable processing environment.

To promote understanding and compliance with all applicable laws and regulations.

To protect SVMS Board and Staff and preserve their options in the event of an information
asset misuse, loss, or unauthorized disclosure.

I: Information Governance & Risk Analysis
i Information Security

[: Sanctions & Education

IV: Contingency Plan
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Section I: Information Governance & Risk Analysis

Privacy and Security management shall be performed by the Executive Director and designated
staff as needed. In the absence of an Executive Director, the Board of Directors shall designate an
individual to cover such duties. They shall be responsible for establishing and maintaining privacy and
security policies and making recommendations to the Board of Directors.

Responsibilities:

e Make recommendations to the Board with regard to privacy, confidentiality and security
policies and practices.
° Review and recommend modification of privacy, confidentiality and security policies and

practices in light of operating experience, changes in law, and changes in available
compliance tools.

o Participate in incident response to contain, investigate, and prevent future privacy,
confidentiality or security breaches.

° Maintain working relationships with legal counsel and outside consultants and use the
services of such parties to assist with responsibilities.

o Maintain working relationships with the privacy and security officers and managers of SVMS
Participants.

o Lead privacy, confidentiality and security awareness and training initiatives to educate
workforce and users about risks.

o Direct and review the findings from risk assessments and audits of information systems and

privacy and confidentiality practices.
It is the responsibility of the Executive Director to take the roles of Security and Privacy for SVMS.

Risk Analysis

SVMS shall conduct an initial risk assessment to identify foreseeable threats and vulnerabilities
that present potential risks to the confidentiality, integrity, and availability of the Electronic Protected
Health Information (ePHI) entrusted to its care. Based on that assessment, SVMS shall adopt and
implement reasonable safeguards to protect such ePHlI, including protection of the CIHIE information
systems where EPHI is received, aggregated, stored, or transmitted. SVMS shall also conduct subsequent
risk assessments, as appropriate, and add to or modify its safeguards to meet any identified gaps or new
risks.

When evaluating, selecting, rejecting and implementing safeguards, the following factors should
be considered:

e Safeguards for the protection of the privacy and security of confidential information and

ePHI should be targeted to foreseeable threats to the privacy or security of such

information.

e Safeguards should be reasonable. They should be designed to prevent improper access to,
or use and disclosure of, confidential information or ePHI by workforce and others, but they
should not interfere with SVMS's ability to conduct its business.

e Safeguards should be reasonably affordable. It is appropriate to engage in cost benefit
analysis. SVMS recognizes that it will not always be able to select the most effective
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solution in an area due to the cost of the solution or the potential detriment to other
areas of compliance or operations that may result.

e Safeguards must be evaluated within the resources and capabilities of the organization.
These are SVMS's responses to perceived threats to the privacy and security of information
at SVMS, and they should be tailored to fit SVMS's specific needs.

e The selection of safeguards, such as the assessment of risk, is to be regarded as dynamic in
light of SVMS’s operating and compliance experience and understanding of applicable laws
and regulations. All compliance steps should be open to reevaluation and change. Criticism
and suggestions should be encouraged.

e Certain implementation specifications set forth in the HIPAA Security Rule are classified as
"Addressable.” CIHIE shall meet these implementation specifications. In the event that it is
not reasonable and appropriate to meet an addressable implementation specification, then
the Executive Director shall document why it would not be reasonable and appropriate to
implement the specification and recommend an equivalent alternative.

All software purchases, upgrades and development relative to ePHI shall take into account
potential impact on applicable information security laws, statutes and regulations, including HIPAA
compliance.

The Executive Director shall ensure that a risk assessment be conducted. The risk assessment
shall:

e Comply with security audit guidelines set forth by NIST, ISO 27001, or similar protocols.

e Be approved by the Board of Directors.

e Identify the potential threats and vulnerabilities that pose a risk to the confidentiality,

integrity, and availability of critical data and information technology.

e Identify potential security measures (i.e. safeguards) to mitigate such risks and
vulnerabilities.

e Identify areas where SVMS’s current security measures (i.e. safeguards) fail to satisfy the
requirements of the HIPAA Security Rule and other applicable information security laws,
statutes and regulations.

e The risk assessment will be conducted periodically and whenever significant changes occur
in the SVMS information technology environment.

Section Ik Information Security

Acceptable Use

All use of SVMS information technology is to be in compliance with all policies and procedures
and sound business judgment. SVMS shall monitor e-mail, Internet use, and other computer resources.

Logon access will be administered to only those staff members and authorized users that

e follow the applicable log-on authorization procedure, and

e are actually authenticated as authorized users.

Use of the Internet, e-mail and other uses of computer resources must always be able to
withstand public scrutiny and not cause legal liability or embarrassment to SVMS.
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staff members shall be made aware that they should have no expectation of privacy when using
SYMS resources or networks to access anything.
Electronic Mail

SVMS shall employ virus protection software on all machines to prevent transmission of
viruses.

E-mail that is not secure or encrypted should not be used to send electronic protected
health information or confidential information.

Unacceptable uses of CIHIE’s information technology include, but are not limited to:

[ ]

Violation of the privacy of other users and their data.

Violation of the legal protection provided by copyright and licensing laws applied to
programs and data.

Attempts by members to monitor or intercept the files or electronic communications of
other members or third parties.

Attempts by members to hack or obtain access to systems or accounts they are not
autharized to use.

Use of others’ log-ins or passwords.

Use of electronic media in a manner that is likely to cause network congestion or
significantly hamper the ability of other members to access and use the system.

Use inconsistent with laws, regulations or accepted community standards. Transmission of
material in violation of any local, state or federal law or regulation is prohibited. It is not
acceptable to transmit or knowingly receive threatening, obscene or harassing material.
Intentionally or knowingly releasing a virus or other program that damages, harms, or
disrupts a system or network.

Violation of the integrity of computing systems.

Use of the SVMS facility for fund-raising or public relations activities unrelated to an
individual's employment by SVMS.

Malicious or disruptive use, including use of the SVMS facilities or any attached network in a
manner that precludes or significantly hampers its use by others. Disruptions include, but
are not limited to, distribution of unsolicited advertising, propagation of computer worms or
viruses or other malicious software, and use to make unauthorized entry to any other
machine accessible via the network.

Using SVMS resources for unauthorized or illegal purposes or knowingly accepting or using
information which has been obtained by illegal means.

Use in conjunction with for-profit or activities, unless such activities are stated as a
specifically acceptable use.

Misrepresentation of one's self or SVMS.

Accessing or attempting to access data or information without proper authorization even if
it is not securely protected.

Obtaining, possessing, using or attempting to use someone else’s password regardless of
how the password was obtained.

Sending an overwhelming number of files across the network (e.g., spamming, e-mail
blasting or denial of service attacks).

Preventing others from accessing services.
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e Users are not permitted to install any unapproved software or attach any device to
workstation/laptop without specific approval.
Users are responsible for installing and using virus protection routines and installing patches and
updates.
Users must ensure that computer repairs are undertaken in a manner that protects the
confidentiality of data stored in the system.
Users should never open e-mail from an unknown, suspicious or untrustworthy source nor
download any attachments from such e-mail.
Users should delete Spam, chain, and other junk e-mail without opening or forwarding such e-mail.
SVMS Information Resources are to be used primarily for business purposes and only for the
performance of one’s job responsibilities.
Occasional and reasonable non-business usage of systems may be allowed at the discretion of the
Executive Director and/or Board Chair provided that such usage:
e Does not interfere with work performance or productivity of oneself or others.
e Does not consume more than a trivial amount of resources that could otherwise be used for
business purposes.
e Does not endanger the privacy or security of protected health information or confidential
information.
e s not contrary to SVMS Policies, standards or procedures.
Users are responsible for exercising good judgment regarding the reasonableness of personal use.
If there is any uncertainty on whether a use is appropriate or allowed, the User should consult the
Executive Director.

Activity Review

SVMS shall review information systems activity on a periodic basis to determine whether ePHI is
accessed or disclosed inappropriately. Examples of information system activity records may include, but
are not limited to, audit logs, access reports and Security Incident reports. The Executive Director and
Board Chair shall specify audit requirements, the frequency of such audits and the individual and/or firm
responsible. Any Security Incidents identified as a result of information systems activity review shall be
investigated. The Executive Director shall:

° Conduct random security audits, and

o Perform complaint-based investigation.

The findings from these review activities shall be reported to the Board of Directors.

Passwords
Strong passwords shall be used, changed as directed, and protected. All staff should be aware of
how to select strong passwords.
1. All system-level passwords (e.g. administrative level accounts, etc.) must be changed on at least
a quarterly basis.
2. All user-level passwords must be changed at least every ninety (90) days.
3. All passwords must conform to the guidelines described below.
(a) Strong passwords must be used wherever technically feasible.
(b) Password Requirements include:
i. Must be 10 characters in length
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ii. Must contain at least one number, upper-case letter, and symbol.
iii. Must not be a dictionary word
iv. Must not contain the user’s name or login ID.
(c) DO NOT:
i. Reveal a password to ANYONE in any form, including other SVMS staff or
Directors.
ii. Use the same password for SYMS accounts as for any non-SVMS accounts.
iii. Talk about a password in front of others
4. If an account or password is suspected to have been compromised, report the incident to the
Executive Director.
5. Access to the health information exchange data:

(a) Each user of the HIE shall have a unique identification. Where users are accessing
the HIE remotely (i.e. “offsite” from the Participant’s “HIE authorized” network,) the
system shall provide a method to accurately identify the user through a two-factor
authentication process.

(b) A self-service password recovery process may be used.

(c) A Participant may perform password management for its users.
(d) A Participant may employ a single sign-on process for its users.
Personnel Security

SVMS shall ensure that all personnel (internal staff and independent contractors) requiring
access to ePHI have appropriate access rights.

e All personnel requiring access to ePHI shall be identified.

e Appropriate job description will be signed. Job descriptions will be maintained by the
Executive Director and/or Board Chair/designee.

e Authorization to access ePHI shall be granted as necessary based on job functions (SVMS-
FORM-053, Attachment L).

e Access to ePHI shall be granted based upon roles performed and shall be supervised by the
Executive Director or Board Chair. :

e Access levels shall be reviewed periodically and when there are personnel status changes.

e All personnel having access to ePHI shall undergo an appropriate background investigation
prior to employment. Such check may include, but shall not be limited to, a credit check,
verification of references and a criminal background check (SVMS-FORM-052, Attachment
K}).
All personnel having access to ePHI shall be subject to ongoing, periodic background checks.
Documentation regarding background checks, personnel actions, and the levels of access
granted to each member should be maintained for no less than seven (7) years.

e Temporary personnel are treated as staff. Contractors may be subject to these personnel
security elements.

e Upon termination, the following tasks will need to be completed:

o Recover from the SVMS personnel all keys and access tokens for facilities,
buildings, offices, desks and file cabinets etc.
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o Disable all personnel network access, e-mail accounts, and access to all other
systems.

o If the SYMS personnel had system level or administrative access to systems,
and/or remote access; change system passwords for all systems containing or
allowing access to sensitive information.

o Change the SVMS personnel’s voice mail message to include directions
regarding who or whom to contact.

o Review all electronic files and forward or destroy, as appropriate.

o As appropriate, notify customers and vendors with ongoing issues or projects
involving the former SVMS personnel member that such member is no longer
employed.

Physical Access
Physical safeguards will be implemented to protect SVMS personnel, information, equipment,
and other assets. Reasonable and appropriate controls will be installed to control and validate each
individual's access to facilities based upon their role or function. Individuals may not enter areas where
protected health information or confidential information is stored unless authorized.
Visitors will be required to sign in and wear badges within SVMS facilities. A visitor log (SVMS-
FORM-054, Attachment M) should be maintained and include:
e The visitor's name.
The name of the employer or affiliation.
The name of the official authorizing entry (the person visited).
The specific zone entered.
The date and time of entry.
e The date and time of departure.
Terminals, workstations, and/or laptops should be located in a secure area and also be
positioned in such a way as to eliminate unauthorized overview. Appropriate logs and records of access
will be maintained. '

Privacy and Security Incident

All Privacy or Security Incidents shall be reported to the Executive Director who shall take
appropriate steps to block further incidents, repair and restore service, and preserve evidence.

Any information concerning a known or suspected privacy or security breach (an “Incident”)
must be reported to the Executive Director without delay and in writing. The Security manager will
inform the appropriate Participant Privacy and Security Contacts. In addition, the Executive Director
may, after consultation with legal counsel, report the incident to outside law enforcement authorities
whenever this is required to comply with legal requirements, rules or regulations.

The Executive Director is responsible for managing mitigation efforts. Specifically, to:

e Block or prevent continuation of the Incident, if possible.

e Repair the resulting damage and fix and/or delegate the fix of the root cause.
e Restore service to its former level, if possible.

e Preserve evidence, where appropriate.
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Upon receipt of written notice, the Executive Director shall, without delay, identify and record
any damage caused, and restoration or repair required, as well as gather all of the necessary
information required to prosecute the Incident, if applicable. They will develop a detailed plan to
effectively remedy and respond to all reported Incidents pursuant to this policy. The Executive Director
will follow the Breaches of Protected Health Information Procedure (SVMS-PRO-003).

If a Participant’s information, workforce member or user was involved in an Incident, then the
Executive Director will report such Incident to the Privacy and Security contacts designated by that
Participant.

The Executive Director will coordinate with the Participant’s Privacy and Security contacts in
responding to the Incident.

The appropriate response to an Incident will be determined by the Executive Director and the
appropriate Participant’s Privacy and Security contacts and will based on the potential and/or actual
impact of the Incident.

Any harmful effects of the Incident will be mitigated to the extent practical.

All Incidents shall be reported to the Board of Directors on a periodic basis.

Workstation/Laptop Administration

All workstations owned or operated by SVMS shall be used in a manner to safeguard the
confidentiality and integrity of protected health information and confidential information. All
information assets shall be logged on the Information Asset Inventory Form (SVMS-FORM-051,
Attachment J).

Users shall sign off of their equipment at the end of each work day. Workstations/Laptops will
automatically lock after fifteen (15) minutes of inactivity. Users are responsible for performing required
software updates on their respective machines.

Section lil: Sanctions and Education

Sanctions

SVMS shall apply sanctions to staff who violate HIPAA Security Compliance policies/procedures
and/or SVMS policies/procedures. Staff shall agree to comply with all policies/procedures and this
sanctions policy by signing the Security Agreement, SVMS-FORM-042 (Attachment A).

Types of Sanctions:

° Verbal warning (SVMS-FORM-043, Attachment B)

° Written warning (SVMS-FORM-044, Attachment C)

° Employment suspension (SVMS-FORM-045, Attachment D)

o Termination of access to Electronic Protected Health Information

o Termination Letter to staff (SVMS-FORM-046, Attachment E)
o Change of User Access Form for system changes (SVYMS-FORM-047, Attachment F)
. Termination of Employment.
o Termination Letter to staff (SVMS-FORM-048, Attachment G)
o Change of User Access Form for system changes (SVMS-FORM-049, Attachment H)
Education
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e All staff must be informed of all policies and procedures and their responsibilities in
writing. All new staff will sign a statement acknowledging they have received and read
the policy and understand their responsibilities.

° All users shall be informed that any actions taken under their assigned identification,
such as a user "ID," are their responsibility.
. A signed statement indicating awareness, compliance, and intent of continued

compliance with all policies and procedures will be required upon annual review (SVMS-
FORM-050, Attachment 1) of each staff member with access to critical systems or
sensitive information.

o Important aspects of any information security and privacy policies and procedures will
be communicated on a regular basis through postings, distributions, logon screens,
meetings or other means that provide regular and useful reminders concerning
information security and privacy policies and standards.

° Persons responsible for information technology resources must be aware of the
information security and privacy policies and procedures and must be knowledgeable
about effective security practices for the technical environment under their control. In
particular, such individuals shall be trained regarding password maintenance, incident
reporting and viruses and other forms of malicious software.

Section IV: Contingency Plan

All HIE data is stored at ICA and is backed up and covered under their disaster recovery plan.
SVMS physical paper documentation, agreements, contracts, etc. shall be scanned onto Box.com. The
Executive Director and Technical Lead laptops will have remote wipe capabilities and no data will be
stored on local hard drives.
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Attachment A: Security Agreement

RACVALLEY MED&HARJ Security Agreement

The success of Sacvalley fedshare (SYRS) and the privacy of all patients and Partidpants depend upen
the protection of their information againsttheft, destruction, or disclosure to outside interests. As an
employes, contractor, businass associate, consultant, or vendor for SYMS, you may be required to
operate computer equipment and;or have accessto software systems. Therefore, you mustunderstand
and adhereto theinformation security pelicies described below, which are in effact. This document
meets the Health Insurance Portability and Accountability Act standards in regard to privacy and
security.

+ Operatingorattemptingto opaate computer equipment withoutspecific authorization, appropriate
training and appropriate security access isprohibited Training for designated computer applications is
required prior to system access.

+ Demeoenstratingthe oparation of computer equipment to anyone without written authorization is
prohibited.

s Usingthe computer system, equipment, andfundionsfor usesother thanthe parformance of job duties
is prohibited.

¢ Disclosingany porion of SYMS's computerized information system to an unauthorized individual 1s
prohibited Thisindudas, butis not limited te, computer design, programmingtechniques, flow charts,
source code, screens, and documentation created by SVIMS employees or outside sources.

+  [Maininingthe confidentidity of passwordsthat allow access to the computer system is required.

+ Disclodnga passwordto anyone, at any time, for any reason, is prohibited and considgred aviolation of
thisagreement If acddental passiord disdosure occurs, the Executive Director should be contacted
immediately. The password will be deleted, and following aninvestigation, a new passwvord will be issued

s PRecordingof passwordsinany manng is prohibitad and considered a violation of this agrezment

¢ Disdosingor accessing any portion of a patiant’s record, exceptinthe specific drcumstancesmentioned
belows or when authorizad by the patient, isprohibited Accesstoany portion ofa patient’s record and
information islimitedte hesth care professionalsdirectly involved inthe patient's care, thosz monitoring
the quality ofthe patient’s care, non-clinical employess maintaining patient records or the operating
system, or agents of SYRS parforming services for 3VIS under agreement

Each employesis responsible to report activity that is contrary to the provisions of this agreementto
the Executive Directorand/or Board Chair. Failure of to comply with the above pelicies will resultin
farmal disciplinary action, up to and including termination. Failure of consultants and/er vendars to
comply with the above polidesmay resultin the termination and/or cancallation of this agreement and
shall not affect the severability of any other agreements between the parties.

Ekctronk Rail iafdail, Intanet, and imemet Usa: ‘The we of the Intemet and Intranet & eserved for those activities that e
this medium as a method to access fimncial clinkal, and information that furthars assigned duties of the individual. vwhile the
Imenit connectryity and the kandwidth provided by SURIS can be wed for simpk inquires to obtain pertinent firancal nevs
and cum=nt avants, the amount of wage & monitored clsely and at any time can be msticted for such casial wage to msare
aforementioned bandwidth for critcal application wes. &ny we of ths service that would be deemed unbeful, obscens,
thieatening, abwsive, likelbows, or encourages conduct that would corstite a criminal offerse, give ree to civil lability or
cthersie viokte any federl, state or kcal bw Eako pohibited. Such determination & the soke discetion of SVRIS.

Signature: Data:

Printed Name:

SUMS-FORL-042.000 Security Agme ment Page L of 1
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Attachment B: Verbal Warning

SACVALLEY MED$}!A!!J

Employea:

Verbal Warning

LastName

Job Title:

Firstame

Date of Warning:

This notice of verbal warningisissued for the following reasonisi:

Employee Commeants:

PreviousMotice of Warning:

Type: O verbal O Written

Reviewsr

SWRIS Signature:

Date:

Printed Mame:

Title:

Empioyes Aecsint of Motice

EmployeeSignature:

Date:

Printed Mamea:

SUIAS-FORR-043.0010 Ve rba lvaming

pagstof I
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Attachment C: Written Warning

BEACVALLEY M:nﬁHMJ Written Warning

Employes:

LastMame Firstlamea

Job Title:

Date of Warning:

This notice of written warningisissued forthe foll owing reasonis):

PreviousMotice of Warning: Type: O verbal O Written

Employes Comments:

Reviewsr

SWIMS Signature: Data:

Printed Nama: Title:

Employee Beceint of Motice

EmployesSignature: Date:

Printed Name:

SVIS-FORI-0I4.000 W ritten Warning Pagz 1 of 1
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Attachment D: Employment Suspension

e

EACWALLEY MEDSHARE

Employment Suspension Notice

Employee:

Last Wame First Namea

JobTitle:

This notice i sto notify youthatyou have been suspendeadfrom your employment, withoutpay. fora

period of dayis) for thefollowing dates:

through  to returntoworkon

This notice of suspensicnisissusdfor thefollowing reason{s):

Employee Comments:

Reviewer

SYIS Signature: Datea:

Printad Nama: Titla:

Emploves Beceint of Motice

EmployeaSignature: Date:

Printed Name:

STAS-FORRI-0M5 00 E mployee Suspe nsion Notice Page 1of 1

SVMS-18.001 System Security Practices

Page 13 of 25



@ POLICY: POLICY NUMBER:

s ACVALLEY MEDSHARE] System Security Practices SVMS-18.001
Compliance Requirement Author: Elizabeth L. Steffen Origination Date: 10/06/2015
HIPAA 45CFR 164.308 . 310 .312 Revised By: Revised Date:

Ca Civil Code 56

Attachment E: Termination of ePHI Access; Letter to Staff

@

LACYALEEY MEDSHAR Termination of ePHI Access

Employee:

LastName FirstMame

JobTitle:

This notice isto notify youthatyour accessto ePHI hasbeen terminatzd for the followingreasons:

After full investigation, accessmayor may nothe granted.

Seviswer

SYIIS Signatura: Date:

Printed Hama: Title:

Emploves Rscsiot of Notice

EmployeeSignature: Date:

Printed Name:

SURAS- FORNM-036.001 Te rmina tion of e PHI access Page Lof 1
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Attachment F: User Change of Access Form

@ 1 User Change of Access Form
s A CVALLEY MEDSHARE
— .M” " Effecﬁife Date. .
Name: Title: '
Vendor: ON oy (Vendor Nam €}
] ' —__ ChamgesRequested ‘
New Title: Newr Supervisor:
HardwareNesded OY ON  Typeof HW: L
S—— R TR e
m] Software Needed
List Software & note reason
(] Network Share(s)
List
O CareAlign Partal O Email Addr. 0O Administrative O Box.canm
O Cther
Dgrlain
[m| Model After User:
rﬁ,. AR o . At_' _l'izgﬁnn — s
Submitted By: Date:
Signature & Title
Approved By Date:
Sl wre & Title
1T Use Only
Reviewsad By: Processed By:
itidls Date Initidls Date
SYIS-FORM-047.001 User Change of Access Form Page Lof 2
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Attachment G: Termination of Employment; Letter to Staff — Page 1

@

ACVALLEY MEDSHARE]

DATE

NAME
ADDRESS

Dear NAME:

This is to advise you thatyour employmentwill terminate effective, DATE, due to (those reasons
discussedwith you) OR (a change In business condliongperfonmance concerns’ organizational
fivetc ).

we would alsolike to take this opportunity to remind you that, notwithstanding the termination of
your emplayment with SYMS, certain obligations under your signed security agreement and other
agreements that you may have signed during your employment with SVMS continue. These
obligationsinclude, but may not be limitedto, obligations of confidentiaiity and obligations relating
to any intellectual property to which you may have contributed while employed by SVMS.

If you have any questions concemingthe information contained in this lefier, please contact me
directly.

Yours sincerely,

Name
Title

I, hereby acceptthe terms set outin Appendi"A”, infull and
final satisfaction of any claims that| may have.

Signature Date

SUTAS FO 14042 001 Termination of Empl v ment

Page 1ofd
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..

SACVALLEY MEDSHAR

APPENDIX A

Termination Agreement between SacValley MedShare and (EMPLOYEE NAME)

This Agreement confirms the circumstances suro undingthe termination ofyour employmentwith
Saclaliey MedShare, known as " SMS™

1. Termination Date
Your employment with SYMS will terminaie effective DATE.

2. Vacation
Any outstanding vacation owing will be paid to you as a lump sum, less applicable taxes, eic.
Payment will be paid upon execution ofthis agreement.

3. Expenses

SYMS will reimbursevou for all reasonable business expenses incurred, up to and including
(TERMINATION DATE), provided you submit appropriateforms and supporting original receipts
no later than ten {10} days from the date of this executed agreement.

4. Change of Address

support@sacvalleyms.comsothatwe can arrange to forward your tax and wage information to
the correct address.

5. References
At your request, we will provide you with a letter confirming your employment with SWVMS,
accarding to our usual practices.

6. Return of Company Propeity
Upon termination ofyour employment, you are required to return all S¥MS property and material
in your possession and are notto retain copies of such materials.

7. Release

All payments are conditional upon your having signed, witnessed, dated and returned the
attached copy of this letter and the Release form (Appendix"B" to SYMS by DATE.

SUMS FORM-043 001 Termination of Employmeat

In the event that wou change vyour address, please notify SVMS via email at

Fage Zofd
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Attachment G: Termination of Employment; Letter to Staff — Page 3

BACVALLEY MEDSHARE

APPENDIX B
RELEASE

WHEREAS the undersigned (the "Releasor™ was an employee of SacValley MedShare (the
"Company'y;

AND WHEREAS the Releasor's employment with the Company has been terminated,

NOW THEREFORE THIS AGREEMENT WITNESSETH that the receipt and sufiiciency of
payments due is hereby acknowledged, the Releasor covenants and agrees as follows:

1. FULL AND FINAL RELEASE

The Releasor does hereby release and forever discharge the Company, its successors,
administrators, assigns, afiiliates and related companies, and their directors, officers and
employees{the "Released Paities") ofand fromall actions, causes of action, damages, claims,
cross claims and demands whatsoever, (including all damage, loss and injury not now known or
anticipated butwhich may arise in the future and all effects and consequencesthereof), however
and wherever arising, which the Releasor had, now has, or which the Releasor, its heirs,
administrators and assigns or any of them hereafter can, shall or may have in respect of the
Releasor's employment by the Company or the termination thereof.

The Releasor further agrees not to make or continue any claim or take or continue any
proceeding againstthe Released Partiesin Canadaor elsewhere in the world, with respect to the
employment ofthe Releasor bythe Compary or with respectio the termination ofthe Releasor's
employment.

The Releasor warrantsthatthe Releasor has disclosed to the Compary any and all human rights
complaints, concerns orissuesarising out of orin respect ofthe Releasor's employment at the
company.

It is understood and agreed that both this release and any consideration transferred hereunder
are deemed to be no admission whatsoever of liability on the part of the Released Parties.

2. CONFIDENTIALITY UNDERTAKING

The Releasar, intending to he legally hound, hereby further agrees and undertakes to protectin
strict confidence, and notto use or disclose, any and all information relating to the terms and the
fact ofthis Release.

It is further understoodthatthe Releasorwill continue to be hound by any and all confidentiality
agreements signed by the Releasor while in the employ of the Company, and the Releasar
recognizesthat the full force of penalties and consequences pertaining to the breach of said
agreements remain in full force.

3. BENEFIT OF RELEASE, AGREEMENT AND UNDERTAKING

It is understood and agreed thatthis Release shallensure to the benefit of the Released Parties
and shall be hinding on the Releasor, the Releasor's successors, adminisirators, assigns,
affiliates and related companies.

The Releasor acknowledges thatthe signing ofthis Releaseis nota condition forthe Releasor to
receive any moneyto which the Releasorwould otherwise be entitled to by operation of statute.

SYIS-FORM-042 001 Terminatio n of Employment

Page Sof 4
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éAC\e‘AuEY MEDSHARE]

Tne Releasor hereby declares thatitfully understandsthe terms of this settlement, has had the
opportunityto obtain independent legal represertation in connection withthis Release and that it
voluntarily accepts samefor the purpose of making full and final compromise, adjustment and
settlement of all claims as aforesaid, whether arising by force of contract, at common law, or
under applicable stalutes.
I WITNESS WHEREOF this agreement has been executed beforethe undersigned witness by
the Releasor on the day of , 20XX.
SIGNED, SEALED AND DELIWWERED

)
SIGNED inthe presence of b

)

}

g
WITNESS ) RELEASOR
Name: b Name:

)
SVIS-FORII-033 001 Taimination of Emplo yment Page 40f4
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Attachment H: User Termination of Access Form

[ @ User Termination of Access Form
KACVALLEY MEDSHARE]|
Hfective Date:
Name: Title:
Vendor: ON (i 5 (Vendor Name)
eMail Addresss O Remove O FowardTo:
Voice Mail: O Remove O FowardTo:
Personal Data O Remove O ReassignTo:
Windows Account: O Delete O Disable Reason:
Carealign Portal O Disable
List D(s)
Administrative 0O Remove 0 Disable: Reason:
Box.com Access 00 Remove 1 Disable: Reason:
Equipment OY ON
Returned CIN/A
F Ves; ist equp et type and sevial nwender
Notes:
s : __ Anthorizaton _
Submitted By: Date:
Signature & Title
Approved By Date:
Signature & Tile
IT Lse Oniy
eMail Address: Windows ACCOLVE Care Align Porial
1 Address Renoved CORemoved [ Disahled 0 Disdhled:
1 Forwarded To: Box.com Access 0 Disdhled [JRemoved
Equiprment Retwrned; OY ON O N/A Personal Data
Equiprment Wiped oy On : Stored:
Reviewed By: Processed BY:
Initiak Data Ingial Date
SVIAS-FO RIM-045.001 User Termination of Access Form Page 1ofl
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Attachment |: Annual User Review Form

T ) SacValley MedShare Date cf Review:
SacvaLLeY MEDSHARE Annual User Access Review Reviewers
Dept Hame User Mame  System Current Access  StatuseofUser Access  ACCEsS  ACcesS Changes [Manager MNotes
Account Correct? Updated Sign OFf
biad No Yes User Term d mm/dd/vyi Exampie

iT jane £ Doe  jd558 Caredlign Portal  Administrative Enabisd

SVMSFORM-050.001 Annual User Review Form

Pagalofl
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Attachment J: Information Asset Inventory

Q Sac Valley Medshare
SACYALLEY MQ Information Asset Inventory

Computer Waranty of S\
Hame IPAddress  AssetTag Mo expiraion  Usar or Descripiion [

heLAT ORE? i928

Purchase  Purchaszd
Typa Date From flanufacturer  Hodel/Ha Product Mo Serial o

Licenss ey

i/6/2018 logt

Becchhect £:3555

Pagelofl

SWMS-FORM-0SLOIL Information Asset Inventory
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Attachment K: Employment Verification

Employment Verification

Applicant:
LastName FirstName
Job Title:
3 | RasumaRaceived
O | Interview Conducted and Documeantd
1 Completed Employment Eligibility erification Form; -9
i Completed Federal /State Withholding Form; w-4
0 | signedJob Description
O | signedSecurity Agreement SVRAS-FORM-042
0 | signadSvRaS Policy & Procedura Acknowledgement SVIMS-FORRI-014
a Crimingl Bockground Check completsd Initials:
[ Reference Check compieted Initials:
O | credit Check compieted Initials:

emplayee if applicable.

SVMS Signature:

By sighingbzlow, you are statingthat all of the above forms have been returned badkand signed by the

Date:

Printed Mama:

Title:

Applicont Approved, Disgpprovedfor hire. {circle one)

If Disopproved. state reason{s):

SWS Signatura:

Date:

Printad Namea:

Title:

SURIS-FO RR-05 2.000 Employment ve rifcation

Page L of L
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Attachment L: New User Access Form

% New User Access Form
SACVALLEY MEDSHARE]
Start Date:
Name: Title
Vendor: ON ay. (Vendor Nam
Equipment Needed? O YON
If Yes; specify equipient and i & budget purchase
eMail Address: ay oN Voice Mail: OY ON Boxcan.:OY ON
Software Needed:  [1Base OO0HR 0 Carealign Partal O Administrative 0 Other:
Base Programs ave: Misrosoft Office Suite WinZip, Adobe Reader
Nawcark Shares:
List Shaves to give access 0
Modd Afrer:
MNotes:
e _Authorization
Submitted By: Date:
Signamre & Title
Approved By Date:
__.E_.‘_a’grzamre & mle
IT Use Only
eMail Address: Windows Accovmit CareAlign Portal
@sacvallepmsag  |ID:
pwd
Network Shaves: Admiristrative Box.com
1D: D
Notes:
Reviewed By: Processed By.
Initials Date Initialks Date
SYIMS-FORM-053.001 MNew User Access Form Page Laof 1
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Attachment M: Visitor Log Template

BACVALLEY MEDSHARE|

Visitor's Log

Time
in

rame of visitor

Company

Parson Visiting

Tima
out

Sgmture of VEhor

SVIAS-FORE-053.000 v Bitor's Log Templat:

Pagz L of 1

SVMS-18.001 System Security Practices

Page 25 of 25



