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User Group access and responsibilities


	Super User aka 
System Administrator functionality
	The CA System Administrator [Super User] will have full access to all of the functionality and patient data within all Vaults; this includes access that is granted with User Groups [audit, security override, HIE Privacy and Security, State Review, Vault Administrator, Health Information Management (HIM), Message Administrator* and Security Groups (i.e. psychiatry)]. The System Administrator has the ability to create and view all Reports, and has access to other administrative functions that are not included within specific User Groups; this include Content Management, Manage Resources (links), Manage Single Sign On, Trusted Networks, User Roles, and the ability to set other user’s preferences. Lastly, the System Administrator has the ability to create, edit, and delete users within Account Administration
*The System administrator will have access to the Message Administration tabs: Organizations and Organization Types, in addition to Mailboxes, Users and Global Addresses tabs. 
See sections below for details of the CA User groups in which the system administrator is able to perform








	Audit functionality
	Assigned across all vaults 
Auditor can use reports to evaluate:
· Users
· Vaults
· MRNs
· Patient Name
· Content Viewed
· Access to Reports: 
· Audit
· Audit Trail Search
The vault entered (if any) in Audit Trail search represents the vault users were in (not patients).  If the user transitioned from or to other vaults during the session being reported, their activity in other vaults would also show up on the report. 
· 
· Random Audit
· Patient PHI Access Report
The report will cross all vaults, but a patient won’t show up in the Patients dropdown field for the Audit Trail Search or the Patient PHI Access Report unless the auditor has access to at least one vault the patient has data in.  For example if the auditor is asked to run a report on Jane Doe, but Jane Doe only has patient data in vault A and the auditor only has data access to vault B, the patient Doe would not appear in the patient dropdown and no report would be available.  Conversely, if a patient appears in the dropdown box for patients, then the auditor will have access to all vaults that viewed that patient’s data, even though he does not have data access to that vault. 
Clinical Data
· Patient Merge (specific to current vault)
· Opted Out Patients*

	Security Override  functionality
	Assigned across all vaults 
· Allows user access to opted out patient data by unlocking secured data with security override function
· Each client defined security group within CareAlignTM  with the exception of the Psychiatry Group, can be configured to allow security override or not 
· A reason for using security override is required every time  it is invoked and is fully auditable
· Security Override will not be available for patients that only have data in CareExchange (no CareAlign Data) and who have chosen to globally opt out of the exchange, except to the System Administrator.  For all other users with Security Override, these patients will not show up at all in the search results.

	HIE Privacy and Security functionality
	Assigned across all vaults
· Patient Data Sharing
· Search CareAlignTM for patient (name, SSN, MRN)
· Register Patient for CareAlign and CareExchange [First Name, Last Name, DOB, Sex, SSN, Address, City, State, Zip, Phone, Sharing election] where Red bold fields denote required fields. 
· View outstanding opt in/opt out change attempts which have not completed
· View completed attempts

	State Review functionality
	Assigned across all vaults
· Access to Reports: 
                   Clinical Data – 
· Opted Out Patients*
*If  a GOO vault is defined along with the function of Patient Data Sharing,  the State Review Group is the only group that will have access to the Opted Out Patients report other than the System Administrator

	Vault administrator functionality
	Assigned Per Vault 
· Patient Lists 
· View Another User's Additional Patient Lists
· View Another User's Inpatient Lists
· Administration
· Account Administration  
· Pertains to the current vault 
· View Users
· Reset User Passwords for User Status:
· (cannot reset passwords for System Admins or
·  users with Terminated status)
· Inactive
· Locked
· Create/Edit/Delete: 
· Facilities
· Providers
· Services
· Units
· Lab Configuration   
· Access to Reports (reports include users in ALL vaults with            certain limitations)
User
· Inactive Users
· Failed Logins
· User Access (limited to users who have access to the current vault)
· User Change History 
Clinical Data
· Patient Merge (specific to current vault)
· Opted Out Patients*
· Trusted Networks

	HIM administrator functionality with full data access and access to security groups
	Assigned Per Vault
· Access to all clinical data, regardless of whether it has been secured with a Security Flag or not
· Ability to apply or remove security on an object with a Security Flag via:  Actions: Secure document or Patient icon
· Patient Chart 
· Move Documents – must be in same vault
· Delete (hide) Documents – must be an HIM admin in vault where document originated or an HIM Admin in vault of an Alias record 
· only documents flagged with Red X can be deleted
· Move Visits (Visit must be in the same vault) ; must be in the vault where the visit originated
· Edit HIE Sharing for a patient
· Administration 
· Patient Merging 
· Merge MRNs
· Unmerge MRNs
· Access to Reports: 
Clinical Data
· Patient Merge
· Opted Out Patients*
· Security Groups ( if configured for client)



	HIM administrator functionality with standard  data access 
	The same group defined above, but only Standard data access has been set up for the HIM administrator.
· HIM group can have all privileges defined for the HIM administrator with Full data access except for the ability to delete documents and undelete documents and the ability to view GOO patient data in a vault where the user belongs to the HIM administrator group, but only has standard data access.











	Message administrator functionality
	Assigned Per Vault
· Create new mailboxes, mailbox owners and mailbox users in vault where mailbox resides
· Assign mailbox attributes
· Publish Mailbox to HPD
· Create Auto-forward recipients from same vault
· Provide name, address, specialties, provider type, and NPI if information available
· Archive and deactivate mailboxes
· Create Global addresses visible to ALL mailbox users
· Ability to bulk upload global addresses
· Access to Reports
Secure Clinical Messaging Reports 
(based on the current, visible vault in the dropdown) – Does not span all vaults simultaneously
· Notifications Opt Out 
· Unused Mailboxes
· Mailbox Utilization Report
· Global Address Export (process to download current global addresses to a CVS file)


	Security groups and flags

	Users assigned to security groups per vault 
· Security groups are created to provide additional layers of security to be configured for objects within the CareAlignTM Suite.  
· Once configured, Security Groups & Flags will only allow authorized users to access the secured object.  




*Opted Out Patients  Report

For clients with Global Opt Out (GOO) configured, this report will ONLY be available to the System Administrator and the State Review User Group,  and will cover all opted out patients in the client application based on a specified date range. ***Note*** Effective with the 3.2.7.101 upgrade, the report will only go back to the date of the upgrade, but all patient data is maintained in the GOO vault.

For non GOO clients, the opted out patients report will include ONLY patients in the vaults where the user is a member of the Vault Administration or the HIM administration Groups, regardless of which vault the report is run from. Users in the Audit Group will be able to run the report for ALL opted out patients regardless of their vault or data access settings.

User Change History report
[bookmark: _GoBack]Both the user being changed and the user who performed the change will appear on the report.
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