
Audit Reports (Super User/Auditor)

· Audit Trail Search – Application activity performed by users (and user organization), in conjunction with vaults, and patient data in various combinations of the three; i.e. user, vault and patient.   Details are further broken down by patient content viewed; i.e. chart categories such as labs, allergies; medications, etc., visit information; reports, lists, secure messages, security override, and external documents (CCX) if applicable.  Reports also capture how activity was accessed; i.e. printed, exported/downloaded or viewed.

· Random Audit - random report of user activity requiring no report criteria.

· Patient PHI Access Report – similar to Audit trail search, but driven by patient.  Report provides all application activity performed on a patient including the users involved in each activity.

User Reports (Super User/Vault Admin)

· Inactive Users – This report includes; 1)  users  who have been set to an ‘inactive status’; 2)  users who have been set to a deleted status and have not logged in over 90days; and 3)  users who have not logged into the application in over 90 days.  ***Note**** the inactive status can only be set manually via account administration

· Failed Logins – Provides a list of sessions where a logon to the application was attempted, using incorrect or invalid credentials in the past month.  

· User Access – This report provides user’s home vault, data access, organization, role, and user groups the user belongs to.  The report is vault specific to the vault that appears in the vault choice/dropdown when the report is run.  Only users that have vault access, and either standard or full data access to that vault, will appear in the list.

· User Change History – This report provides users changed and the user who performed the change within the date range selected and other criteria entered, if any.

Clinical Data (Super User/Auditor/Vault Admin/HIM Admin)

· [bookmark: _GoBack]Patient Merge – merge activity including the patient names and MRNs of both the source (from) and destination (to), the merge date, the user’s name who performed the merge, including the user’s organization and role.  If the merge was the result of an HL7 transaction, then ‘source system’ will appear in the user column signifying the merge was initiated by the source system.

· Opted Out Patients – by date 
· Clients using GOO  – Report can be run by Super User & State Review User Group

· Clients using Security Groups and not GOO – Report can be run by Super User, Vault Admin, HIM Admin, or the Auditor


Secure Clinical Messaging – (Super User/Message Admin)

· Notifications Opt Out – mailbox owners who have chosen to  NOT receive email alerts when a message is received within the CareAlign application via secure clinical messaging

· Unused Mailboxes – Mailboxes showing no activity since their creation date

· Mailbox Utilization Report – The report provides a message count for the ‘sent’ and ‘received’ (inbox) folders based on the date range entered,  and the  total number of messages  in  all  folders except the Draft folder through the end date entered.

· Global Address Report - This report provides a CSV export of all email addresses found in the Global Address book.

In summary, every activity that is performed on a patient within the application can be reported on by a variety of combinations and date ranges, and most reports can be exported as CVS files.  The reports don’t usually provide totals; for example if I wanted to know how many times a patient’s chart was accessed I would need to edit the report and count the ‘patient chart’ entries to come up with the total.
